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telling ai^ outsiders what they were planning to do, and the now, when, and where 
of the impending operation. Mutual confidence must he established, so that the 
COMINT producers learn what the operations staff is planning; they support each 
other . 

This ends the COMINT portion of my presentation. In the next and final 

period we’ll devote our attention to CO!©Ep. 

* * 

- - " i r - ' - 



- 22 - 



REF ID:A63391 



'Jh 'j(^ 

Vrdh»j2. Uv. 

ubMlwV^ |P''MnAjuL<jK^ (^^ ^ ^ 

^ 'A^ /i 4 ^l4l£ I ^ 

yu2^j£^ LOtrr£<ft_ -UriJla^ ^ 






-:|DjCirie*^^ 




30 a- 

- o==±-sZit 



p^'^C’hJj*^!^ o-^- 

CLA^ '^^hiiXj:TU^ -‘^-U-.«...AaJ5lA 0 i^T ^^VA> 

(^ )ArAi^£Ui, Q^Jl^ O-^-^-JL <i^J<,NS»^4~H^vC..^ 

.. . .... .0 0. o.it . 

- 0 A 



__^ P-oJj-^A.'ii/v.-'Q^ C?.>-Jl^ „ 

Aa-6:V. ^-vJ^ Jh:^ ^Isli kiLO^ 

UN CpH I ^/ ' JLyhJifj^A}C^ U^/^^* 

Uytrv^ (^u^ 0^-vi^<s-c>G^ 

U\, ^rttt'r'tOA^o ^ -^1*^ 

1^2^ ^2i -«- - 



/V^-6:V. 

lUtsJP: 



CcA'l£dfc <2ft4j^i^ 
t(3l^>^uc4ai^ 









REF ID:A63391 



jh> jfsp |Xa.^3«|9/‘ WJ>- CC - - 

'^. pVsInJ tSi ^^Am» /'ftfiftjkJL. io U-U^a\XA.^^. )|«aA^ 

IT- 5L, i*j^Aj»-^-ejupV' b-i>AA«t.4u«4 y>T9«>K#v>^ 0 >V«iWq-mm o^ 

Xr3 fc^v'C-'. A<>4 

/0^|ocjuJlQh-| UC N^J 

<Ao-ciJ&. U^JiA^-<J^^^^" Co '■■^(5>.Aa^ ^J-W. 

4<0wi^- fiLO tfc /uJ2^ , .- 




REF ID:A63391 



The Interception of the traffic is not only a complioated but also a very 
expensive enterprise, costly in n\mbers of personnel and equipment. If there 
were time I‘d show a few slides of typical intercept stations and intercept 
positions. You surely must realize that the business of intercepting a message 
while similar to is hardly identical with that of receiving a message when the 
receiver is a legitimate member of the radio net. The intercept operator can 
hardly break in and say: "Hey, bud, I didn’t get that last group. Repeat it, 
please". The detection and copyiiag or reccarding the intercepted enemy traffic 
passed over modern high-speed commualcations systems is a very complicated but 
important step — anfl getting the intercept copy back to where it can be worked 
on, that is, getting it there in good time, is also complicated and highly 
important. Much of the traffic has to be forwarded electrically to be of 
anything more than historical interest, and this requires^speclal communication 
j^e f - o u r -ewn.-eyatems-t NSA is the largest user of electrical communications in 
the world; its communications center at Fort Meade handles two million groups 
a day; it is the largest center in the world. It is fairly obvious that it's 
our communications peoples’ job to get the tr.iffic to the desks of the traffic 
analysts and the cryptanalysts as fast as possible and as accurately as possible. 

The next step after interception is traffic analysis, that is, the 
reconstruction of the radio nets of the enemy and the location of their 
transmitter stations. This gives very invariant information on two counts. 



First of all, establishing or reconstructing the nets gives you order of 
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telling any outsiders what they were planning to do, and the how, when, and where 
of the impending operation. Mutual confidence must be established, so that the 
COMINT producers learn what the operations staff is planning; they support each 



other . 
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axxjf outaidei'B vhat the/ vcre plftna'lng to do^ aod tlae Taxxitf vhcn, and vhara 

^ ‘ - 4 

the iB^ndlng cjperatlaa. Mutual ecoxfldeace most W estal^ishedj, so that the 

/ - tr 

•*' ^ fTT 'J ‘ ' 

- CpiKIKT producers leara what the operatloiCiS staff Is planning! they support each 

L" 

“- » ■ I I ” 

- > - "* , * * • 

Other. . 

* « 

Vlth the foregoljag remcrlcs I hrlog to' a close' loy talk on COKSBC and COKIlfr. 

' * * » ** 

If there Is any last word or Impression that I vbuld like to leave vlth you 

let it he that in iny c^lnloh the fornc-r; though far lees epectaculai* and 

/ 

u » ' 

In teres tiilg than the latter^ is the more important w>f the tvo. Ihere arc 

» ■" r ’ » •« 

two reasons for n^' op5nlon. The first is that secrecy In the conduct of 

% 

jAlllti^ operations Is of the hi^st importance to their success, and without 

.u , 

jlecurc Communications there can he little or no secrecy. The second reason is 
ohd tha^ is not so ohvlous. It Is that your CCKEIiT successes will he eliminated 
Unless the ccamrunlcablgns over which the iresults must pess to reach those who 

^ r 

ei^ use them ere s^iu:e. Therefore, C0I4SEC Is douhly important, once for itself 
and once for CQMIUT' protection. I*d therefore like to present for your 
consideration and rumination the following statement of what I'll immodestly 
call iVledman's lav — comethlng patterned after Professor Pnurkinsou's Lew: A 

f 

(fCmmander g»fty win If he hse good CQMIST; hut he will surely lose If he has poor 

' A 

1 ' - •• • . 

COMSBC, 

* •» 

' ■ 

* *■" 

Xn thanking' you for your patience in lietenlzg to my rather lengthy 

: . . . -- - 

discourse and for your courtesy in paying such careful attention to what X 






With the foregoing remarks 3KS'lhgIi© talk on'COMSEC^^SidLCOMIMT 
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If there is any last word or Impression that I would like to leave with you 

Co«'^^>ec 0 

ASUC 



let it he that. in my opinion^ the fom^, though 4||p less spectacular and 

? t\ 




Interesting than the -latter ^ is the more important of the two. There are 
two reasons for opinion. The first is that secrecy in the conduct of 






military operati^sj^s of the hipest importance t o^t^ lr success; without 

<*JvVWo-»vV /vgK».tS». • 

secijre communications there" can he little or no^secrecy^^ The second reason is 

one that is not so obvious. It is that your COMINT successes will he eliminated 

^ A 

unless the commtuaications over which the^results must pass to reach those who 

BWi OttJfv*. t C0uJllVw«\>flA(*Va*Ct4^ 

can use them are secure. Therefore, COMSEC is douhly important, once^for. itself 
^ and once^ftnr.CCMEIiT protection. I*d therefore like to present for your 



consideration and rumination the following statement of what I'll immodestly 
call Friedman's Law — something patterned after Professor Parkinson's Law: 
cj»mi^dgp^asuy.j fln if jae ba ^goq^ OM IMT; h ut he ^yiLl ^surely l ose ±f* he>h a& poor 
---Ct3i©EcV^ 




In thanking you for your patience in listening to my rather lengthy 
discourse and for your courtesy in paying such carefvil attention to what I 
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title of thl«y tbe final peori'^ ^ jay talk, might well lae "Slbe 






■ l^afiuiBace of C-P<Mer ck filatory**, anA lest soaie at you Jump to the conclusion 
that I*ve suddenljr gCKUi psychotic and an suffering from a delusion that X*m 

fit ' ja^ • , ■ ^ ^ ' ' * *' 

a j^aliurgriiatlon 1of the great Admiral Mahan, 1 hasten to explain that the *'C*' 

' - 'in siu:h a title for oor talk Is not the word "SEA" hut the letter "C" and it 

•r "i > . « , ' 

' stands fair the wta^ CSJfrTOtOOlC. The ftill title of the talk would therefore 

‘ hei *The Influence of Cryptologic Power on Bistory.'* As a suh-title X would 
f ' .y . . ' - ' ■ ' r 

.. dffer tliiet' **Or'haw to win hattles campaigns and go down in history as a 

* ■ » ' ’ XL . . ■ . - * ^ 

" ‘ i' \ t ' a " . 

' j^eat tMtician, strategist and leader of menj or, on the other hand, how to 

J -* • . 

.-••-I 

lose Isatties and can^igns and go down in history as an incompetent commander, 

.. , . . - . . ... 

. g mllitfl^ ‘no-good -mik*." 

> <. ^ - , 

, ^t this point let me hasten to deny that X‘tt casting any reflections 

", 4 • 

' Upon certain successful— spectacularly successful command ersj names will occur 

I 

i\ ■ - 1- , - 5* 

to ytni Without ny calling them to your attention— and there will he names of 
. -meft px ewihljf the two categories — "how to win’* and '*how to lose'* battles and 






CdIi^lgna-^>M3d mtlre wars,' for that matter. 



- 



his recent hock Eise^cwera Cautlve Hero (Barcourt, Brace & Co,, 



*i * 



Hew Ycrk| 19^ f v 3^) Mar<mis Chilis sayat 



^ » ..B, v.^ 



. '.^Any eaesalnatlott the relationship between Elsenhower and Marslaall 



V,; 



T » —• - * 

^ynr ^ 



is l^u^LcKg^peA by the fact that Marshall has never told his own story. 



f _ ‘ -■ 



'-jtopsated efforts have been made to persuade him to write hla account of 

1 . .I,.' • ' 

— - . ^be great ariren^ in w^^ch he pl^e^ such a decisive part. He has replied 






^9 

ffc « I c. » 



I*. 
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.;««* often thm net i)»t no honeet hleW of eny «or in. ever t«« ' ' 

' Wltte&V and alnca ha vould not write unless he could tell the truth he 

' 7- 

M&ai W silent.** 

^ ^ Cpuld it he that amoio^ other reasons vhy Cteneral* Marshall held the belief 
' that "no hones'^ history of any var has e?er been written** he felt that if the 



. CQMllKII facts were Included in thie hlatoory the laurels of conuanders ocf the 
' 0 vlimlM side al^tn*t look so shiny as they ipnerally appeart X am here 

*'■ . . o.-'^ - 

» ^ ^ ^ n ^ 

I, -a ' ^ ^ 

reminded of a story that cane to me from a pretty n^iable source a couple 

' ittf years ago about a military figure much in the current news . 1 think the 

■ - 

* - ■' * ’• , w • - ' 

J, «k 

' (story about General Montgomery if there's time.) 

1-0 " -i 

Sometimes the course of history is materially ehahged hy the amount and 

^ ^ • * *•* * ' 

q}Oality of the CCMXHT and COMSBC availabla to field comBnnd^ and also how 
weHjdmy use these affmosive and defensive weapons. Sometimes it is materh^y 

'* S ■ , • - . w' ‘ ~ " 

Changed hy the absence of CGMUff and COMSBC where it had previously been in 

' "* » 

existence used. 9e have already noted incidents of the first type, those 






^ in vldch lots of first-class COMUfC vae avaJLlgble, including the COMUKD available 

' ■■ . '’v ■' 

befotre the attack on Pemrl ijtobor. We may now take note of an incident of the 

V . . I 

iecood type, one in which tdie consequencas of a leude of CClCCIff plays the most 

^ ^ ^ *** ^ k 

, praaiaent role. 

• • T , , ^ , r 1. . 

1 have reference here to the Battle of the Bulge, wherein a serious 

r ' 1 ' " ih 

. catastrophe was barely averted because our G-B*s had come to rely too heavily 

- ■ - - - . Is- ‘ 
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C'CICI^# so v!^ It was taiavBdla'bliB titey seem^ to lade all Infomatiaa 

> V ' -/ ,.r ^ ' 

. tat at Xaaat tlfaiiiy fait tltiat vay. 1 iiaid l^t a aarloiu eatastropbe vaa baraly 
« V Wt avaa ao tJbe losses vara ^pilta several as can be seen from the 



f olioHrlngt 

■ ’,t' ■' - ■ 



'*t 



- • ”4ecdr4il9fl to EJLsei}hairer*s parsosuaysl off leer, Aoerlean losses In 
the of the.9u^l|pB totalled 75|d90 neni of vhom 6|($0T vara killed, 

^ - r-i ' 

^7|139 vounded, and 21|l4U aissing. Over 8,000 of these casualties vare 

M • - - * ■* - . • 

in t&e 10^th Dlylslon. Bsca^ of heavy Ctannan attacks, 733 tanks and 

4 * * V - ■-»•»• ^ ' 

tank destroyers were lost* ^Svo divisions, the d8th 10^th, were 

nM^ly eOB^pletely annihilated, al.thou£^ the S8th Blvlslan did suhaeguently 

r-- •• ■ •• ■ ; . r ' 

P*— ■' .r '-.V- .* > .--- 

*ttt^ combat after being rebuilt.'*'^ 



obert B, Msrrlae, 



19 *^ 7 , p. 211. 



. ‘ V|iat happeiiedT Wh^ 

\ i ' *.'•■' ■' 

In an a^iol# Vhich is entitled ''Sattlef laid Intelligence t Tbs Battle of 

/ V - ■* 1 “ ^ 

thi Bul|P as a Case Hlstary**, and vhleh vas published In the February 19^3 issue 



Bans on Baldvln saidt 



.^^tellifpmce deficiencies and an astlgomtio ccncehtratlon upon cmr 
pm, i^lans vith an almost contengrtuoiua indifference for the eneniy*s, set the 



Sta^ In Deccmiber, 19kk for the German successes in the Battle of the 



.T- I 



2|ul;ge-.a case history in the *dos and don*ts* o^ intelligence.’* 



I^qrther on Baldwin notes thati 
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’*Xa OcncTftX Sib«rt*» McrdMf, *vm wy jmct too aucb roXlaoce on 
oottala ti*c%aie«l typ«« of lxxt*lllg«aa«» wch «• «lgo*X lotolliQuee * . . 

«ed m taiA too llttl» faith In the heneflte of ngfresBtr* and nnrenlttlng 
I«trollln 0 lOQT OOiibat troajMi ... . D*peiad«xu» vg/aa. or elgnoa 

intaaroopte, wue «»;{or| perticalarly at hinher echelxmj vhen the Gemane 
mltttaiaed radio allanae, our eourew of Infoniatloo imra about laprved.** 

Xn vhat X read froa TXKB la the flret period^ the vord *KAaiC* l e wnel to 
refer only to the Machine that ve recotaetrueted for eoXvlns Japaneee Fcaelfcn 
Office oonoDateatlona . la reality the vcrd MAGIC was used as a sort of code 
mm eaoog the initiated and Indoctrinated penoos vbo vere entitled to receive 
the highly secret inforaation that cane trcm the solution of Oerasa, Xtallsa^ 
end depenteee secret eoBeemicatians . fCbe tera vas introduced to us by the British 
shea ve he«ia to plsy toQether in Vm eryptoloslc 0 Krdfms; ve found it useful 
end ad<qid«d lt« too. later on we ceae to use other secrcft words to destsoate 
this sort of Itttelliaence and to change the wards from tiae to tine, for security 
reasons. Ctarentiy^ CCBCCST is composed of three types or categories of latelU- 
gHMce, and by far tbe greatest pert of it cobmcs froa intercepting^ recordingt 
and studying enany redio traffic. Ihe three types or categories arei 
(1) Speeisl iaUtUlgenoef which cooes fToo the solution end processing of i3am 
o&erypted aessegss thsnselves sad tbe result Is InfcenDstloa of highest rellahiltty 
because it coaos, so to speahf "right out of tm )urae<s aouth"* ( 2 ) ICtaffie 
intelllgaacej which cones fTois the study of what are called "tbe extemsls^ of 
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mmmvs ^0 to such tilings ss ti»lr csXlsicpas^ the ^ireqiiencies 

enplog^jt the dlreetlaa or sad so oa sad ttca this cossw lafomstion 

from irtilch lafSTSBces esa he drsraj sad (3) Vssttaer laWXligcace, vhlch eoass 
frost the study of the tensagr*s vestiaer xsisssgsa^ vhioh la mrtlsMt sad sfvea la 
peseetlee to s eertsla degree^ sre snoryptsd* la this sudieaee lt*s hsrdly 
aeeessssry to emtloa hou lagpcrtsnt a role the wsathsr plays la tbs eonduet of 
itstr^ Rsesntly ISA has slso hesa ssslgasd orsr«>slX respoasihlllty for ELIHT> 
or slsotrcnlo IntsXllipBkaSj hut I voa*t go Into tiiat la ibis talk* 

fbsre is hsrdly ased for as to glrs you a dsflaltloa of CdCUff, hut 
porhaps X sboold cite its tiiree prlaelpsl ohjactisas. firsts to provide 
euttaeatlo lafornstion for p ol icy eshers, to apprise tbsa of tbs realitiss of 
ths Intsraatioaal situation^ of tbs vsr making espshllitlss sod vulasrahillties 
of fodrelga countries ^ and of the lateatloas of those countries vlth respect to 
war* Secoadg to elljdaate tbe eleswat of surprlsa frcsi sa set of sggressloa hy 
a aotbs r odoatry. %hlrd« to provide ualqjss Inforestioo eseeatisl to the 
successful pr geeeutionj sad Tital to a shortaalng of, ths parlod of hostilities. 

Xt uas la response to this third sad last oh^tlve of CdaHT that World 
War XI gave a hrlUlant aaseer. X*m sure you vould find the detailed story 
of the sueeessas of liavyf Any, and Any Air Corpe cryptanalysts, sad of their 
oipposlte 3ttadMrs la the Sritish Servlees on Oerasa, Ztallaa and JEspaneee 
MHUtsgSs la World War XX highly Interesting hut there dust isa*t ties. I 
thi n k tiie continits of the Narshsll-Dewsy letter, fron vhlch X real a bit la the 

- 5 - 
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tijntt jmfloAt vUl bwre to «U3Cflc«* Jtowvme, It to. lt««lf 1» sufflcloat to 
glY* yva. * int-^ ^ood id«» of tb» coatrlbtrticn* COMUS mdo tov«rd our vinckliag 
V«r Zl» Xt 1ft usfortuaattt that teMrul Htt’ftbftXl*ft l«tt«r vaa diaclos«d 
doriag tiw Can£r«ftftlotHil ^ftrioga for it*s nor in tba yulxLic do«»in anA lt« 
coatotttft «r« ua&ti«(bt«dl^ aw kawn la all tlw Iftpocrtaat etencorleft wad war 
officftft of tbe v«rlA. OftatraX MarfthalX, jrtM'lX rvaaafbar. In hift lattar to 
OoreraoF Dawty> aant during tbe bot polltlcaJl craagiaigo of X9^« waft aftblng 
tba Ckyramor not to vaa certain inforaatloa Dmnj get kj fterraptltloua ctaannel* 
Bora are ftom aaceddaat UXuatratlona of tba manner of aag>lo(yMint of COiOBTt 
**5ow tlu point to the praftent dHaaBta I 0 that wa have gone 
ahead with thia hualaaaa of deciphering their eodea until we poaseaa 
other eodeftjr flkKcMan aa well aa japaneae^ hut our aaln haala of infcnrina* 
tlon regarding Hitler *a inteatlooa in Surope la Obtained from Heron Oahiaa 
aaaaagea frea Berlin reporting hla intameim vltb Hitler and other 
efflslale to Hat Japeneae Qcrersaent. Theae axa atlU In the codec 
IxKVolved In the Baarl Harbor eventa. 

*To eapLain further tbe critical nature of thle aet<^ which would 
he vlptad out alaoat in an Inatant If the leeat auaplclon were aroused 
regarding It, the Battle of the Coral Sea was based on deciphered 
Meaaages and therefore our few ahlpa were in the right place at the 
right tlw. further, we were able to concentrate on our Halted forces 



to aeet their advaneea on Midvigr when othervlaa we alaoat certainly 
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vculA bav« teen «cimi bUm out of place. 

**W« liad full Informtlou of tbe atreagtb of their farces In that 
advance and alao of the eipnilev force directed afalnet the Aleutians 
vhicli flnalldr landed troqpa co Attn and Xlaha. 

"Operations tn the Paolf le are largely guided tiy the Infomatlon ve 
cibtain of dhpanese deplOQments. Ve hnew tbelr strength In various 
garrisons^ the ratioos and other stares continuing available to them, 
and vhat Is of vast iaipartance, ve check thhlr fleet ttovenents and the 
aoveiaents of their convoys. 

"The heavy losses reported fron tlaa to time which they sustain 
by reason of our submarine action largely results froa the fact that v« 
knov the sailing dates and the routes of their convoys and can notify 
our sUtanarines to lie in vait at the proper point. 

^Etae imrrent raids by Acbalral Ialsey*s carrier forces on Jhpanese 

shipping in Nsttila lay and dsetfhnre wears largely based In ttaiag on the 

knovs noveaents of Japanese convoys^ two of which were caught, as 

anticipated, la hla deatruetlve attaeka. 

eeeeeeeeeee 

"The oondiujt tut Oeneral llaenhower's oaspalga and of all operations 
in tha Baciflc are oloaely related in conception and tiadng to the 
inforaation we secretly obtain through these lirtercepted codes* They 
oontrlbute grMtly to the victcory and treaendously to the sarlags of 



REF ID:A63391 



iiDorlcaa 'both In tike oondt»it of curr«iit op*rntjUma nodi In 

locking toMirdt the cnrljr ieratiantloa of the ver.^ 

Xt vlLL he helpful to list in sequence the steps iordved In the xd^oducttoa 
<a COKZST* First, of eourea, there cooes the int«crcept>-you*ye got to have 
the traffic and getting it is no saalX trlch. Hodem electrical high-speed 
coosunioation syataae used hy all large governsieats reqgelre high-epeed 
intercept operations, aad together vith the intercept there oust he direction 
finding, when you ere vorklng on the aohile coiannmicatiaas o£ eneey cr foreign 
amed forces. *fhe Ituaaians, for eacasgilje, have oocQOeac callsign aystens, 
eoagllcated 'by shifting of frequencies, eo that it is important to he ahla to 
identify transmissions either hy direction finding cr lay one of two other 
types of operations. One is called radio flagerjrlntlng, vhich takes advantage 
of the fhct that every trazuradtter enlta el*ctro«eBignetic radiations characteristic 
of that traasaoitter and it is possible tberofore to identify a traosnltter hy 
studying the characteristics of its csauaticos. Whan the haadqjuaarters served 
Iky this tranaaitter and the traxuutitting station aosanes, the asove can he 
foUoued hy weans of the transstltter*e Tlngerprlnt**, so to speek. Xt is also 
poseihle to identify operators of Morse telegaraph coaBMoieations . That is, 
every operator has eharaeteristlce of his ova, and you can ly studying tbelr 
tnuawisslons identify then wherever or whenever th«y leove* Thle is veary 
useful* Much work reaaains to he done in direction finding, la radio finger** 



priatiag aaad in Mcrse operator identification 
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Tb* ot th» tr»ff le is act only « coe^licmtsA lout slso m. vsory 

0 otpmalv cat«3nris«j costly in n\MAmru of p«r»<suMia an& If there 

%mtm tim Z*d sboir » jpew sUAes of l^loel laterc<qpt staticsts saA Intercept 
positloias. Ten enrely nnst reeXlte that the huslness of intercepting a nesaage 
vhlle siaHar to Is hardly identical vlth that of reoeirlng a laesaage vhen the 
receiver Is a It^tieaie mraiber of the radio net, iSks intercept operator can 
hardly break In and aay: *8ay, hud, I didn*t get that last tspovnp. Repeat It, 
plsNUte", Tbs detdotioo and copying or recoedlng the intercepted eneay traffic 
passed over 99&em htgh^pcad connanlcatloQs aystena Is a vary coogillcated hut 
lapoartant atap-^aud getting the Intercept copy hack to vhara It can he vorked 
oa, that iM, getting it there in good tim, is also con^plicated sod highly 
IsgiartaAt. Much of the traffic baa to he forwarded eleotrioally to he of 
anything nore than hlaterleal interest, and this re<piires special cenoounleation 
of our own syetaui. HSA is the largest user of electrical coaRamicationa in 
the world} ita e««a8Uaicatloaa center at Fort Maade handln tvo adllion groupa 
a day; it is the largest center in the world* It la fhirly obvious that lt*s 
eur coBaamicatioos peoples* Job to get the traffic to the dMks of the traffic 
analysts and the eryptanalysta as fast as poaalhle and as accurately as poaaihle. 

The next step after interception ia traffic analyels, that la, the 
reconstruction of the redio nets of the enaay and the location of their 
traasnltter stations. This gives vexy ioqportbnt inforaatlon on two counts • 

First of all, establishing or recoostructiug the nets gives you order of 
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vhlcb is laqportaat, Th« r^conatruetilon oSt nstvorlui is oot ma 
mMf ttilsK foar tbe ollsltfas and frsqaencies are ehaueed rapidly. It la 
« curious tladaig tbat tba demaoa secand to 'b* able to cbange tlieir calls Igos 
aad freqjcieaciaqi vltbout too sucb trouble»-it gave ua «ad the Btritlah a good 
deal of trouble end ve had to keep a good aany people vorkiog at it all tbe 
tim. 

Tbe secaad good reason for eageglsg lu traffic analysis is that every 
once in a vmie your cryptanalysis seets a roadblock and you don*t have any 
OOKOUg in idiink case tbe only tblng you bacve to fall back upon are aoa*C0MXHT 
sources of laforaatiQa^ ssErial observation for exaoplej^ but you still can get 
good infcnoation froa traffic analysis trcm sliiQly vatcbing tbs ebb sod f Icsr 
of traffic^ changwe in routings^ etc.^ from vhlob you can oaks inferences of 
vbst is bsgpenlng or going to bspsnn. Sow tbese. Mod you, are Infetrences— * 
tbey ere not right out of the borses acutb es decrypts are* 

Tbe next step, «f course, is cryptazMlysis, to vblcb 1*11 return In a 
fee noasnts, after X*v« outlined briefly tbe succeeding steps in CCHKnsfS 
prodsction. It is obvious that the decrypts, if they are in foreign language, 
have to be translated into good Kriglieh and vitb tbe translation there is 
aXsays a certain auouat of esiendation, because of errors in trsnsaiselon or 
in rsception, and errors by cipher clerks and so on. Than tbe next thing is 
large scale production or aiQiloltaticn. lou are not dealing vith single or 
Just a fsw Messages a day*»tbere are thousands of them. 1*11 show you a 
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fVmpli tMft mwas« 

Tbm sAct «t«p 1« «rv^uftticn oeT the infoomtatioa «ad ndad I*ts 
heea te.1.Xliie ehout the C0BQ3i7 product m& lofocmtioo. tCbie in scniethirtg -triblch 
the iateUiiptfiice pensile ere aieet tosiettmt ehout, ceylag that it** their Joh 
to evaluate the COMtST «x»A to collate and cheoh It vith l3of omatloa £raa other 
iKiurcea. Aod I aujprpos* that thia la a very mem^nmtry thlog* Zt la c^celvahle 
that aa aetute eneayy ali^t aatxially adeleed you ty iedAlag ctct a phooey or 
two la which caae the lotelUgence people should able to detect the spurious 
assaaia by aoUatlug what it says with what there is froa other sources. 

dad thea there c<ffi»s finally the dlssemiaatlou of the CCtXXSfS product and 
thla hes to he veryj vary carefully cootroUM. Tor this purpose there are 
•peoial cryptoHftystttaa seaA special security officers ^ and the decrypts are 
kept out of the nornal oonrittof cation or aeseage ceatmrSf so as to beep the 
ausjbtr of parsons seeing thea to an absolute ainlimnn , All of thea have to have 
a special clearaace; they take apecial oaths m sigolng on and off* 

Bcnr X will go hack to COKIM processing ead give you sosas Infomatlan about 
eryptanalytic teehnlqeues aod gsdge^ry. I venture to say that you all know the 
s w atal picture the averags citlsen has of a cryptanalyst^ for the picture la a 

4 

wry old onSj like the one X now show you, of Tritheulus, whoa I mentioned hafore. 
Wm'*9 a long-haired egg-head; he vears thick spectacles, had long vhlskors, with 
Konmaba in tbei&f he has grlsy fingara and flngK^ nails, snd so on. Xhla chap 



goes into a twddls all by and with himself and the cryptograa and soonm' or later 
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h« eocoBft up vltb thtt answer, sboutin(( Eureka I Vail, that picture Is far 
tvak the truth these days, for cryptanalysis aiad CQMUIT is "big buslaess" 
now— vary big business Indeed, because ve*re spending veil over half a 
billioa dollars on it every year now. 

Cryptanalysis of nodern crypto-systeas has been facilitated, if not 
oade poeslble, by the use and application of special cryptanalytlc aids, 

V 

lacludlQg the use of high speed electronic aachinery and digital contputers, 
sCBie ct which X^ll show in slides to ccaae. Soaae are standard sachlnes, but 
sKsstly «e device and use nodiflcaticos cf them. More Importantly, we have 
recently gone into the invention, develqpnent, and production of highly 
specialised electronic cryptanalytlc gadgetry. At this point X aaist take 
a few moments to clarify the picture and in slisple language tell you what 
gadgets do for us. As 1 said before, the mere number of permutations and 
conibinatiaas afforded by a cryptosystea per se isn't too significaatj it's 
what they amount to or involve In terms of cryptographic aenningfulness and 
eonplemlty. In modern cryptanalytlc attacks on the crypto^ccannunicatioaa of 
knowledgeable governtaents what you are up against are \isually quite complex 
eryptosystems which generally Involve, for their solution, the making of a 
great multiplicity of hypotheses each of which must be tested out, one after 
the other, \uitll you find the correct one. The Job of the cryptanalyst is 
to devise short cuts for testlxig the hypotheses, abort cuts often based vq>oa 
the use of statistics end statistical thaorles having to do with the relative 
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tfqiaiaviT ot iLetters^ or set* of lottoro^ vwda, seta of iraards« eaA so 

on. O&ce having devised the proper test oar tests for each hypothesis, or for 
several eoactirreat hypotheses, huiaan labor oouU he set to vorh Making the 
vUlions of tests la order to find the correct hypothesis or to cast out the 
vast as^ority of Incorrect ones. When each test Is coMpllcated, or lengthy. 

It is obvious that yoa*d have to have, as ve used to say, factorial a Chimaen 
to do the Job, or else the job vould tike eoos of tine* But it is our 
experience that every test which can be asde by hhaad can be isechanlced, and 
it is further our experience that in met cases it is practicable to build 
Machines which viU malee the tests . 1 don*t have to tell you that Machines 
don't tire as rapidly as hunans, they don't need au/eHa. sleep, or tine out for 
Meals, or for recreation or for such things as shopping, love-neking, etc.— • 
in short, the *eare and feeding of Machines" is a relatively such More siMple 
Matter than the "cere and feeding of huMsa beings." So, ve have cryptanalysts 
vtao devise the tests; then ve have cryptanalytic engineers who Mecheuuse the 
tests, then devise, invest, develop, end produce the Machines to perform the 
tests at high speed. Ve have to have Maintenance engineers to keep the machines 
in good vorklng order; and the csTyptaoalytio assistants vho examine the output 
ef the mehlnes and vho are usually able to take the correct hypothesie or 
few correct ones and go on vlth then to the f Ixtal stage where a key is 
recovered . Bext ve nsy have to have other Machines which app3y the recovered 
luys to specific Messages and xoroduoe.the plain texts fron them. But in all 
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tbeae steps, let tae en^iSiaBise, tbe nscbioes eaa do only one thlngt tbey c«n 
perfom, at a high rate of speed, processes which the hunoa hrata and 
hand caa parfora hut only at a such alover rate. Let ae enpibaslze that these 
aachlnes doa*t, they can't, replace the thinking processes Involved in 
cryptanalysis* 

!Chls oay he a good plaee to read a paragraph or two fron a very recently 

pnAllshed hcoik hy retired General Albert C« Wedensyer to shew you what ada- 

cone^ptlooB aheut cryptology can he entertained even on the highest levels . 

General Vedemeyer states. In connection with his discussion of U.S. culpability 

in the Japanese attack on Pearl Barhor,^ that President Itoosevelt had aisple 
^ VmdamuMit ]^vaie^ Eenry Bolt h Co.. Hew York, n. W. 

tiae to hroadeast a warning# and he goes on to asyi 

"The ergueeat has been ande that we could not afford to let the 

Jhpaaese know we had hrofeen their code. But this arguanat against a 

Presideatial waxniag does not hold water. It wae not a nsre natter of 

having hroiken a apeelfie eodei what we bad dcoic wae to devise a aacblne 

which could break any code provided it wae fed the right caSblnatlone by 

oar extrensly able and gifted cryptographers. Tbs Jhpaaese kept changing 

tbslr codes tbrouedKeit tbs war anyway. And we kept breaking them aleoet 

as a flatter of rootine.” 

Would that we had had sudbi a flachine thea«>or that we had it now, for it 



would do shat no flachiiae can yet do, eo fer aa X an avare, naasly, think, evan 
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•laqplA tbouc^ts* It 1« to Ibe ttoped that the rest at General Vedeoeyer'a hooik 
te store accurate ia other eepects than he is In regard to cvy]?toOLoglo ones. 

SOfTf X vant to ehov you vbat some of these machines look like. Sere is a 
hlghlar-sjecialieed World War IX tsachlue for deciphering meaaagss; ve call it an 
"analog'* because although It does vfaat the enemy *s cryptosystem does^ any 
rtsarthlaaee between it and the eneMy's aaehitte ia purely coincidental. To 
explain, X*U say this: In a cryptanalytle processing center, va try to duplicate 

vith a few people vhat thousaoda of people on the aneuy side are doing, for It 
takes thounandg of soldiers to encipher and decipher the massagee of the many 
keadqjuurters involveA in inter coonMnication. All these aessages, or moat of 
them are intercepted, they all flow into one place, and you can only have a 
certain number of people to prooeas them. If you have the key or keys, then It 
beccaes a problem of prodactioa^line deciphering; ao ve derlse special machines 
to decipher the messages. As I said before, the luudilaes msy sot have any 
reoeadilance whatsoever to the eneay*s cryptographic aachiiws, but they duplicate 
what their nsahlries do, end do so at a hl|^ rate of speed. Ssre*s a picture cxf 
sunh a device* In this next elide you see a tabulator, a standard tabulator 
vltb a special attachment devised by cur own engineers susceptible of doing vhat 
we call *hrute force" operations, where you are trying to solve a tbfng on the 
basis of r«petltl(»s vhlch are few and scattered over a large volume of asssagM* 
Vell« if arou*ve got aiUlcms and millions of letters, or code groups, the 
location of those repetitions is a pretty laborious thing if you have to do it 
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ty bwaa, «o ve spwsd tbe nttxch up. A amchiae of this hiad vlU locate these 
repetitions ln« say^ one>t«a«thousaQdths of the tline that It vould take to do 

V 

\ 

it hy hand* Here Is a speclalixed laachius^ afisin a tabulator^ with an attachaaol^j^ 

f 

here, that la used for paselns the text of one jt«asa^ o^alast the text of 

V 

another nessage In order to find certain slmlliarlties, or perhaps differences, 

( 

or aa^he hasdogles, and it does It nutonatically. !Cbese relays are set up 
aeteordliig to certain circuitry; you start the aachine, and lotr and hehold, it 
prottuees a xtf luted record cf the message Tepotltlo»u> or ehai xkot. 

Eere Is a Machine Vhlch I personally call 'Codin'', after the piece of 
vark hy the great French sculptor Rodin, vho eculpted a piece of engineering 
kaoim as **Xhs Thinker." fEhle naohlne aliaost thinks. What it does is thist 
you fend Into It a certain nuidier of hypotheses and you tell it, "Row, you 
taawlne these Iqrpotheses and cone up with one which vxU answer all the 
foUowing ooBditicoe." The uachine takes the first hypotheses, let*s say, 
awwitnew that, and as soon as It cooes to a contradiction, it says, "Bell, that*a 
no good; X'U go hack and take up the next one*" And so on. It teata the 
hypotheses, om after the other, at a high rate of speed, at eleotroaie speed. 
Ttaat*e only one a»sll section of the machine. 

We nos hare more modem and much foster machines, and I'll now shoa you 



•>16- 



a few of then 
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B«c«um» odT tb» eonq?i«xlty of moAmea hlfi^-ersde oxypto-aystcae, tb« ^raat 
Mt^orlty of tbm caimot lie aolved la the field, alther ei tlie Intercept elte 
«r «t e rear limd^iMix'tere • Certeln Iotr>grade •ystena ead a certain auount of 
traffic aaalyala can ‘if pcrfcnaed ty field unite* As X*ve already aaid acoe 
CCMX8T jroeesalnd ceai ‘if dcoe in the field to aaet certain lanediate neede 
of field or haae conniaada, or forcea afloat j but aa the crypto-ayatems gi»t 
aava cottplleated I an beginning to be doid>tful how far thia can be puahed 
very auch fairther. 

Bach Service provldea for Ita own apecial needa in thia category but 
COHm prcxieaaing la ttsaentlally a coaplex activity and Btocb of it can be 
dooe veil only at aajor procaaalng centera vbere the United madaera of 
aitillsd peraonnel oan be concentrated and very apeclnllsed analytic nachlnery 
eon be Inetelled and nalntalnad . It la not enough to Inatall thcnt— 'you iaaxM 
they have to be naintalned and that*a not eeay. There la no pool in civil 
ooot^tlooa for cryptanalytic engineering and aalntenance personnel— thia la 
aa iiqiartattt fact to reaehber* Va*ve got to train crur own in pretty nearly 
all eases* 

Z want to say a fev vords about the great laqportance of coordinating 
COMUfT activities vlth other intelligsnce operations asad vlth the tactical 
situation. Although CdCEBT la the noet reliable, the aoet tiuely and, in the 
long rm, the noat Inexpensive kind of intelligenoe, it mat, aa I*ve said 

I 

bafore, still be evaluated, collated, correlated and coordinated vlth 
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ccttln^ trcm oib«r aourcM, if fcr only this ressookt to peovijim 
ftsts for sowr sad jrorfcsatloa of C0MHT souress* Vhsa a dsclsloo has heen wAs 
to tsks sctloa losstd oo C0MIRT« esreful sfforts sust hs Mtde to insurs that tha 
aetloa oannot ha attrlhutad to COKinT alooa. 13ila is v«ry» vary Ijqnrtant* 

Vbaa posslbla, aotioo oust alvays ha jsreeadad hy sultahla racocmaissanca sad 
other daeeitlTa aaasuras* othanrlsa tha goosa that lays tbs goldan aegs vlXl 
ha hlXlad. I an golag to glTS csia axaatpla of vhat is aaaxvt hy CGMUfC oovar. 

Oki a oartaitt day ia lovaaiber an aaci|iharad ooda aasaaes vas saat hy 

a eartain Jiayansaa staff saction to a eartaia dapanasa Air Force unit, raqjMsting 
air escort for tvo oonnragrs carrying troops to raanfcrca tbs Ibllippinas* The 
Message gave tbs niiwiher of ships« tankers, escort vessels, data of departure, 
port sad route, and noon positions for tha next seven days. The Message vas 
solved in Washington. Two days after the coovay left, one report, in a 
MMsaga which vas also Interoeptsd and solved, stated that it had heen sighted 
hy a B> 29 , with strong indications that the other convoy bad also heen sighted* 
k tmi hours later. Messages from these convoys reported losses as fodlovst 
six ships definitely sunk, one dlsshled, one on fire* Later we learned fTon 
another source that one aircraft carrier was also suxik. ftxt did you happen 
to notice that Meseage about the B«29t It Just didn*t hspopen to he cruising 

srouad there; it was sent there to he observed. 

Of course knowledge and exparicstce point to the necessity of exploiting 

every possible advaatags a tactical sitmtlon affords, and the teegitatioa is 



natumlly vary great, in the heat of battle, to use COMIfiT vtaensver and wherever 



REF ID:A63391 



it ^valXalile* This my lead to o«r«le3$ne&s which Jcopsrdises 

COMmtT sources* Of course, the full vslue of COMUfT csruiot he realised uaXess 
c^perstlonal use is nsde cf It; hoci^ver, when sctlon hased oa It Is contessplatad^ 
possible oonprcsitlBe of source ntust slvajs he borne In stlnd sad the danger of 
coasarotaise weighed against the aillltary advantages to be gelned. A minor 
sillltary advantage la never alone svfflclent grounds for risking the loss of 
the source-'>tbis Is a cardlxta7 jriziciple. 

Also ve must bear in mind that cryptosystems '^re usually vorld-vlde or 
area*vido in distribution aitd siale an a result of suspicion of 

ecttproalse may therefore have a far •reaching conoeq,uenice on the ability to 
produce CCKINT elsewhere* !Zhtt Coemiaodei’ seeking a minor advantage by using 
COMUff la one locality nay thus deprive another Cewnender cf much greeter 
advantage or even deny it to a Commander of a oo^cr operation. 

Floallyi another aspect of coordination is that between the operatloos 
officers and the CCWUtT offlcerb. The C0HX!?r author It lea should bo carefully 
oriented to give the optliauQ ccrveiage for operations in ypoff^eaB, There are 
Just so many facilities and persconel available, and only a part of the 
enormous axacunt exf traffic can be obtained and processed. Therefore It is 
essential that the COSUST producers be c^mstnatly Informed of current and 
planned operations so as to direct attention wfaesre most needed. This was a 
very, very lisportaut point to get acroes. It was a difficult tsfos to get across 
because caacianders in charge of Xargs>scale operations are natitraUy leery of 
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«uy CKxtflders vbat they vere plftonlng to do, «t)A the how, vlien, And vhcr* 

m 

ef the iflEpeadliig o^peratioia. Kutual ocnfidenee imiet Ise estAbllsfaed, eo that the 
C0KIN7 ];iroducers Xcar^ vhat the operations staff Is planning} they support each 
other. 

With the foregoing re3narka X hrlng to a eloee ay talk on COMSBC and COKIllI. 
Zf there is any last word or Inpressica that I vould like to leave with you 
let It he that in ay opinion the fomer, thou^ far less spectacular and 
interesting than the latter, is the aore iscportant of the two. Th^e are 
two reasons for siy opinion. The first is that secrecy In the eonduct of 
military operations is of tie highest Importaace to their euceese, and without 
secure conounications there can he little cr no secrecy, nse second reason is 
one that is not <so ohvlous It is that your COMIliT successes will he eliminated 
unless the consiuucatloas over which the results auat pass to reach those who 
can use them ore secure. Therefore, CQM5SC is doubly laportant, once for Itself 
and oaae for CC9£DST protection* I*d therefore like to present for your 
oonaldaratlon and ruminatloia the foUcwlng statement of what 1*11 iamodeatly 
call Frledman*8 Inv'»<xeoaetbins pettemed after Srofessor Vmrklnson*s Laws A 
ooBBiaoder may win If he has good CCKThT; hut he will surely lose if he has poor 
COHBSC. 

In thanking you for your patience In listening to toy rather lengthy 
discourse and fee yo^Ir courtesy In paying such careful attention to what X 






t 
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have xafesented far your inforfflation, ts» Invite those of you vho care to 
examine soots of ny exhi'hits to conso up to the table here and we f'ar look at 
than auj long as you vlsh. 



rr;<csr 



i CO^^MO'^^^CI^■T'IO^^S 

thiTrtS^fi^SlSEa^"®^" 

The title of/ my talk, might well he "The Influence of C -Power on History*'^ 



and lest some of you jump to the conclusion that I've suddenly gone psychotic 



and am suffering from a delusion that I'm a reincarnation of the great Admiral 
Mahan, I hasten to explain that the ”C" in such a title for my talk is not the 



W- 

word "SEA" hut the letter "C" and it stands for the word CRYEP0L06IC. The title 

■ 

♦ 

a ^ 

of the talk would therefore he: "The Ijafluence of Cryptologic Power on History." 

As a suh-title I would offer this: "Or how to win battles and campaigns and go 

down in history as a great tactician, strategist and leader of men; or, on the 

campaigns 

other hand, how to lose battles andyMBK and go down in history as an incompetent 
commander, a military ' no-good -nik' 

At this point let me hasten to deny that I'm casting any reflections 



upon certain successfilL — spectacularly successful commanders; names will occur 

t 

to you without my calling them to your attention — and there will he names of 
men in each of the two categories — "how to win" and "how to lose" battles and 



campaigns --and entire wars, for that matter. 



— t 



J- 



Sometlmes the cotnrse of history is materially changed by the amount and 

'i 

gmlity of the CGMUTT and COMSEC available to field commanders and also how 



veil they use these offensive and defensive weapons. Sometimes it is materially 
changed by the absence of CQMIHT and CC^fSEC where it had previously been in 
existence and used. We shall noteJ^nclden'^ e^^M^ types-and-we- may'-etart- 
wdJUi.aa.<i«aideae of the first type, which lots of first-class CQMIHT was 



available^ 4>«need-wly..]BeatiOBr'the na me Pear l TTnyhoy moA -m«»ny- nf you will no- 
lOjt. JjA. 5 CSV* u*. 

do ubt- t fe ink that-^'m going to go into t3bat'ntlll"^cmtfoveiFsTariuQfir^s 

lA (X. eC. CocAi rsjT 

1-ri B talk j T 1 , however, use. 4 Jfe^,?is .ft jumping-off 



pr>jnA..£oir .wfaat wlll-f olldV' In the talk. 



liHI 
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I A'^ <2A6«t“ *>.aaA 

^ ')fa£®i« M/V<tX ' Uf^^^JLu 

.. V-0 •^ff''^*^y •'^jLo'iTr'-H ^ AJUy*wAXoU<«. .J^fl;. 

^ ^ y^^Q. >^ -* S^a. Ur»->->--sJM* A yiLr^^JL.'' 

^ 








(SW^diixABv-^^^ * ^ 

_u^^=Uj-w ^^piu.^f'*^. 

AJb«^ ^««qHbA . M om^ovmak^ ’w|^ i“€*-vii<» 4'-«sau-l^ 




du^JA.Or'^OA'O /«»J^. d.<tv«>-» 
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_lu>gii»nnM» III urn n .4ri3iieB»^i;beig-^€ogoe6^^ilC ^^ WWIti j if — •iirnjne''fainous~<M^. 

V*. V'OAA- Vtt Uu^flXftl-w« 

the Battle of the Bulge, serious catastrophe was "barely 

averted because our G-2*s bgd come to rely too heavily on COMINT, so that when 

it was iuiavallahle they seemed to lack all information or at least they felt 

said that a serious catastrophe was "barely averted "but even 

so the losses were quite severe, as can he seen from the following; 

"According to Eisenhower’s personnel officer, American losses in 

the Battle of the Bulge totalled 75>890 men, of whom 8,607 were killed, 

*<■7,139 woimded, and 21,144 missing. Over 8,000 of these casualties were 

in the 106th Division. Becai;jse of heavy German attacks, 733 tanks and 

tank destroyers were lost. Two divisions, the 28th and 106th, were 

nearly completely annihilated, althou^ the 28th Division did subsequently 

enter combat after being rebuilt."^ 

^ Robert E. Merriam, Dark December, 1947, P» 211. 




What happened? Why? 

In 8 U 1 article which is entitled "Battlefield Intelligence: The Battle of 

% » .f *• > , 

the Bulge as a Case History", and which was published in the Fe"briiary 1993 issue 
of Combat Forces Journal, Hanson Baldwin said; 

* f 

"Intelligence deficiencies and an astigmatic concentration upon our 
own plans with an almost contenq>tuous Indifference for the enen^'s, set the 
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stage in December, 1944 for the German successes In the Battle of the 
Bixlge — a case history in the 'dos and don'ts* of intelligence." 

Further on Baldwin 9ulj9d^ 




"Another and^mc^e Basic fj 

I 

Just d^'hot get all thS facts that 



the inadeguacy-jof .collection; we 
.hie. There was a variety 



sj'in General Sihert's word^ ’we may have put too much reliance on 



certain technical types of intelligence, such as signal intelligence . . . 
and we had too little faith in the benefits of aggressive and unremitting 
patrolling by combat tro^sJ^jJiJ«-^sS^-^^ub§t 45 M±e 5 nft 4 ;yjer 7 '^or-^^ 
repoBHJtipsanse' wfam the_wea-^Sr-W ft s Jbadr"Si3r- when w& - c^[^^i^i''%D-*the.. 




eat^^^ficuLty ■ irrgettln^ through. 



r 

iculaxl3j^,.iir'€h^ wj-nt efT**.....-- 



"Dependence upon ’Magic/", or signal intercepts, was major, particularly 



at higher echelons; when the Germans maintained reuilo silence, our sources 



of information were about halved." 



.-I-h^e^i’ve not“tried your- patience by sttch a"i:^i^hy "pfefa.ee tn i;iia-re fl.i 



fiiibBt.n^ee ■ wp my tai]t,.^Bo dt ’& -aboulT"tltae I" got down to brass' tjBickB-i-‘^fiat"’lsV 

+.W •hof.Vmig.a1 --gf .the talkr 

In what I read from TIME^ the word "MAGIC" rMM» refer ^to the 

information that came from tl^ solution of Gernan, Italian, and Japanese secret 

U*AC<iv 
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communications . 




The term was introduced to us hy the British when we began to play together in 

‘ ' “4 

the cryptologic gardens; we found it useful and adf^ted it, too. Later on we 



came to use other secret words to designate this sort of intelligence and to 
cliange the words from time to time, for security reasons, COMINT 




is composed of three types or categories of intelligence, and by far the greatest - « * 

ii 

paft of it comes from intercepting, recording, and studying enemy radio traffic. 

The three types or categories are: (l) Special intelligence, which comes from 34 

the solution and processing of the encrypted messages themselvesy^ (2) Traffic 
intelligence, which comes from the study of what are called "the externaLs" of 
those messages, data applicable to stich things as their callsigns, the frequencies 
employed, the direction or routings, and so or^^and (3) Weather intelligence, 



which comes from the study of the enemy's weather messages,^ which in wartime 

and even 'in peace time to a certain degree, are encrypted. In this audience 

it's hardly necessary to mention how important a role the weather plays in the 

diem ' . 

conduct of yar. 

There is hardly need for me to give you a definition of COMIHT, but 
perhaps I shoixld cite its three principal objectives. First, to provide 
authentic information for policy makers, to apprise them of the realities of 
the InternatioiULL sitxiation, of the war making capabilities and vulnerabilities 

r ^ 

of foreign countries, auid of the intentions of those co^tries with respect to 
war. Second, to eliminate the element of soirprise from an act of aggression by 



- 10 - 
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another country. Third, to provide unique information essential to the 
successful prosecution, and vital to a shortening of, the period of hostilities’ 



Hlh/T” Ur ^-oaJQ. <5u 

0 

i ‘N , _ , . ^ 

fUjJ^AJtA^^ ^3^ ^^0\-fcw><X4A. , 

Luo 

ACroic-aPtii A H -' i2l2^QA^/<UAi2^ -^A»j 

^ . )4'irurt-PLV|^ /-lA, V-ifejaJ^ >q. ^(fu. A.|^ 



« w ^ 

^]?oiN^*-;n7 Z7 



»<rv>\4u.^tA« G>s^ , dfe u 



liiww t6Lo. |;wJ(2y-4k.«, 

, >A.k 



o'uJMQIA^; 










^ V * 

\jjj^ yNj5L*«« -^***-^-^**^ ^J2ic. . Ml— ^ ^ 'vy-cijUXc-Y^ 

^ :J# » ^ ^ ^ 

-^b*" ^ ^ /t^ 

ii.»4. t;~ /Hj>- jp*^JujL^^ j. <^Hi ^^r~^C^ 

f “"fo 



W^»Aw 9 

J 



REF ID:A63391 



. av^b.is- 

jP I Y i“\ 4« 

VouJ ^ ^0 ^ ‘Co^) pA.tfTg < »^u»i * - ^ Ou>-^^ 



. 9r'J*y^ oJ^Qr J^'^IL 'V>‘'JBv>JH 9^ lf6^ 

^ C3 ^ ffvsi. vJ^/UjtyJ iSvi . 

A ’ r> r. 1 /V _i A t t A»" '** 



^«J-Vm. /5 V'VAiV 

yW^iw-^drAifti^ _ V«vJKsi\^ 






||i>-veixAWZ. «»- 



6^ 



■ <3L - fi.4>wv^ '^3" ^ !> u><a«»>fp ”5^c3»«fea 

_!^La^ j^SV*^. wS|*4‘'fcAAO^,,,<A^ t<\<t,,4jAwii£)T> V<A* . ^ Q** 

f*^<LML^^3V VAiLi^^ O^Jl 3®:' fi-^aLi^, a- OU 

i^l d-*>^ UaJ^ ”^«-v>HtA^^ VA— g t -iU^ <44T5'**J^. 

jLoJ^*^ -8^ XS.^■^*<S&4 ^|a wU^Lw A4idL^Vi>^, .SSatfliClxAi^ , 

Co.Mt \/i ' rrr ''^xtA-fe^vA* 



(Sfcsk. 

.cJ2C 



irw 









U^Qj2il . <5i>^ . . 




Ow €\i2Qi«w' 



..irw ,/I^ 0<i«i/v’ ‘ 

- >w®TLih-*- 5l& ^^A'd- 

|Qggn'>Ai<w_N4^ ffT'’. 1^' ^ ^ 

- )0 1 - */ i ^ \ 't’^^'^ IP* . ^ ^ fe^S-Cu4r VaaAa-^I^ 

r-3^ » • u 

.- -- -- - ^ 0^V^4v\p*Ujt *. -- 

ryyk^9- 'K»v> R&A>e ^ ^ /} J i 

_ !j 35yftjtBr d^ » * «<g L. . 'vy^-a^vIlu . OkrUb^A- y^‘‘>-**^Jo^ ■+«M»>raLV 
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J&i 






w}\ -— /f't/vju A*J^ tf >- /tP-«> 






/O ■'. NO 

VwtOjAr^c.fty^f'ssi.-wi* M»*- ■^■^<1 n./ ft 







^J!3^d 'V u^e. 

iCSj^ ^X- 

— £ ^y^^>wvcje, ^^-t“ - 




. & 
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•A l4- 



' tlid ^ttctrVlceB ^ large nuoibers of ccBXQunlcatlonB and speclal^.'^alned 

jpefaonnel.' Xa order that the product may be MaaKsk useful pperatlo^ally and not 



aibrely hiatorically latereatlng, the Intercept traffic bius'^'tc forwarded most 
espedlously to the processing center and after processing the final results 



T 



i^t he transmltted/to the rwctimtittag evaltiators aM other intelligence personnel 
tod In's.caoe cases dl;rto'tly field conoandsyi^ fastest' means . The scheme, 

' _ i" ■ “*■' ’-ifr : y 

the system, lay laeans of which this vm ^ne was beautiful in the Havy, in the 

^ ^ ^ - "V 

-Am^ and in the British Services. ^Ireat protection, special crypto-systems. 






'Special security officers, so ‘^t there was no slip-up. Thus a large processing 
ctoter/neceasary now becau^ of the cong^exity of modern crypto-systems, most 
^ df thw cannot be sbl'raft in the fleM. You can solve low-grade, perhaps traffic 
' 4a4)^ls problemsy^ Some CQMUJT processing can be accoM^llshed in the field as 
X said before order to meet certain Immediate needs of field commanders but 



' '.y- 



to tdisae a^teins get more and more compihcated, lam beglxming to be very doubtful 

/ f 

k: .. gbotttrtSSt.l Each Service provides for its own special needs In this category 

U- 

^lut CCK^ procesBlnq; la esseatlall, a ccaq;aex activity an! much of it can he 

a ■ "^a* ' • » 

done tcH at major processing centers where the limited numbers of highly 
* . ^fliJiiXied j^BOonel can be concentrated and very specialized analytic machinery 



•• 



" ',Qto he installed and maintained. It Is not enough to install themr-you know 

, ■ » 

ttey laave to be a yw ed. ^Ihere is no pool civil occupations for cryptanalytlc 
* ’ p^^raoonel- 



. S jC" 



is is an Intpartant fact to remenflaer. We've got to train our ovm 



in pretty nearly all sanax- p hases > 



."t want to a few wc^s about the great ixppcrtance of 

* * - ' * y 

'f* . 



coordinating COMINT 



> 

-*T 



-a?- 



f. 



> *» 
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netivitles vlib other IntelXlseace opdratloxw and vlth the tactical situation. 

- -V ' , . ■ 

"S' ' Al^ough 601 ( 1 ]^ is the xaost reliable, the roost timely and the mosV nipaMhadc 



• • t 









iitn ia wq Lie ' uijii i sfc kind at Intelligence, It must^ 



‘ , 'Ineaqpenslve 

..fftill he evaluated, collated, correlated and coordinated vlth intelligence 

-O' ^ ■ ^f\ 

.i .. A « 

V y 1 

. . Isdfiiing'fifoia other sources^ ^ for oxrly eae> reason:q(2u|PWiy to provide data for 



’a 2 Ik 



. add j^otectlon of CQMlNT sources. When a decision bias been made to taJte 

-,’‘7-7 ‘ 

1 .' action iMed cn'dlKEIiV, careful efforts must he made to insure that the action 

n-- 

he attributed to alone. /Very, very important. When possibly 

^ ■ .‘I 'YNj^yV /&£ 

V precrtrf ,«ltaia. «caml«nce other deceirtive 

K {peasui^a, othervlae the goose that lays the golden eggs will he killed . 1 

\A>oM 

v^' , ' am^golng to give one as - tvo example^ of cover. 



■f • V ■ 

* 



' 4/1 ^ ^ . 

^'On a obtain di^ in jRrovemher 19 ^> an enciphered code message vas sent 



,V?7 '.'-IK V 

Jf.x 



^ a certain Japanese' staff section to a certain Jaipaiiese Air Force unit. 
’ 3 % 4 ^dt'ljag air escoz^ for two convoys csutfying troops to reenforce the 

c . V <k . 



; jf^ili^liws . The messa^ ^ve the msaher of ships, teuikers, escort vessels, 

‘ o-jL ‘ 

. ; date of departure, port and route, noon ^^sitions for the next seven days. 

' \ message wii solved in Washington, days after the convoy left, one 

^ . j^pwt^in a message vhich was also intercepted and solved, stated that it 

• ^ heen sif^ted hy a B-S^vith strong Indlcatlc^that the other convoy had 

t ^ .. ' t ' 

been slght^. ' A fev IeoA hours later, messages from these convpys 



• * * - *• 



• % ' ir* “ , . ' ' a , 

rej^ted losses as folloss: six shlpe definitely sunk, one disabled, one 

‘ r 'J- ■ f ' ■ ... 

■" •■' ■ '.Z' ■■ ■ "■ 

. fire. Isiter ve learned from another source. J m i " s Adt tton one aircraft 



'♦t.' V ; 



it*' 



''>■ ^ I ‘ oaii^ler vas edso s'l^. 'iSid you happen to notice that message about the B<- 29 ¥ 

‘ - -V ^ . 

i ‘ ' ■’ 



1 " 
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»)r 



■ ^ 

■ dldn*t hapjiexi to be crulalog aroumd there* btct sent there to be obaerved. 

- >-K ^ ^ 

. - ;- 0f course ^ovled^e and exj^lence point to the necessity of exploiting 

- ‘f’ f ^ ^ • ' 

i^Vei^ possible advantage a tactical situation affords and the temptation Is 

V ‘ ‘ ’ • y ^ ^ 

" ■ of e cy r s t O very great .in the heat of battl^to iise COMIKT whenever and wherever 

' 1^ is available . Hils may lead to carelessness which quickly Jeogpardleefi COHOiT 






sowees. Of course. the full value of CCMtNT cannot be realized unless opera- 

' ** ^ . ,<A/ 

■ tlqnal use 'Is nnde of it; however, when action based on It contenqjlated, 

. possible con^omlBe at source must always be borne In mind and the da n ger cf 

eotttptrc^ee weighed i^(alnst the military advantages to he gained. A minor 

miltary advantage is never dLone sufficient' grounds for risking the loss of 

* * * V > ^ - 

■ ' ' " r “ 

* . ■» ' ^ 1 *■ ' 

the source — this Is a cardinal princljile. 

Also we must baar In mind that cryptos^tems are usxially world -wide or 

*/ 

* fc — ' ** 

area-wide iii distribution and changes made as a result of susplcicu of 



f^. 



s 



eoo^omlse taay therefore have a far-reaching consequence im. the ability to 

, I “ *A 

^ H ^ 

■ , using 

produce CCMIMT elsc^ere. tthe Commander seeking a minor advantage by sxiitg 

^ ' ■ ■' - -- - 

6(MnrS in one locality may thtis deprive another Commander of much greater 



‘i*. 



Advantage or even deny it to a Commander of a major (^ration. 



■■ 



i. 



finally,' another aspect of coordination is that between the operations 
eCjtKJs+;3 

- The CamiT ^ c«:efuu, arl.a^ 

■l ^ 

to give the o^lnum coverage for operations in progress. There are Just so - 

■ - - - ^ ■ 

teudy facilities and personnel availably and only a part of the enonaous siaount 

cf .traffic can be obtained and processed. Therefore It Is essential that 






lihe CbMllilT ij^eiA be constantly Informed cf current and planned operations so 



4 
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. I.k ■J' V ‘ ' 5 , . , - - ^ 

direct *tteuti«?a where xnost needled. This was a vwc7^very ia^tant 



, -Vf 

Jk> > 



' it was a difficult one to get across loecause iga^ conmanders^ 

r .‘i' ■■■.■' v>iuKvwft%. 

1 **^:^ Charge of vwar^ifl|Mse?taat large-scale operations were, very Sery of 



* ' ■* * 'VMt' 

ou?wid«r« at what they were pl a nning to do.and how and when aiid 

‘ '"'1,^ ■■ yn went-m, roitual confidence wm estahlished.adea the CCMINT 

’ , * , ydcjplo got-toHkiiw what the operations pe ^ ^ w ere plannlng'dad they j|-*h 
H^^Bupport^ each other. m 



.. <JL, >^04.0.*. Gorasec. eoH^^^- «wjirNn«rT\i25i5^^ 

IWao, CO ijJTT^nK^ /X /lo ^/c0-su\)-e 

Av>:^ ‘ 







lL 

pjL 



Sx-Ot 5 » AnJL 

uo vvLJ 2 jL}>m^ . <-0 

ffsc /^seA 9 -^^« ! 5 ^.. 

6 "vj 2 ^ .^o. . 6 ^rvru 4 V-^. • 

^S)M I fvl \ y$-tAJ«XiOa^aQ urJiiL /^Kr 

i-ue-JLn /t'^ 4 ' /^0-<^MkSbOi 

- jb»-CO ^SoXv! CO»/ 5 ^U..t 4 L. 



|\jUu.Aw^^ 

t^sL 4 jjr — 






VjJx_wo 









ConiWTr 



1 . » \ ^ 1 / * ( 

/Zaj€jx^ dLu< ci 4 Srw(^. ^ d^<A/ <ur*^ 4 «.^ 

. (ljrA.<Av. Cn>JC,^J2. a^Ujujbj^v Jt) virf^d^ ^ gdW/x>|sb««ji[t 

\Afd^ cC^ lOthAkC. ""Ij «Ayv^*^m^* 0 r 
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